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Privacy Policy
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We take your privacy very seriously.

We want to make sure all the information we have collected about you is safe and secure
whether we  collect it through our  websites https://novait.co.nz/  or
https://novaconsulting.co.nz/ (“Sites”), through our mobile apps (“Apps”), from you via other
electronic means (such as email or social media platforms), or in-person.

These websites are not intended for children and we do not knowingly collect data relating to
children.

It is important that you read this privacy policy together with any other privacy policy or fair
processing policy we may provide on specific occasions when we are collecting or processing
personal data about you so that you are fully aware of how and why we are using your data.
This privacy policy supplements other notices and privacy policies and is not intended to
override them.

Controller
Nova Consulting Limited is the controller and responsible for your personal data.

This privacy policy is issued on behalf of Nova Consulting and Nova IT so when we mention

“Nova Consulting/Nova IT”, “we”, “us” or “our” in this privacy policy, we are referring to the
relevant company responsible for processing your data. Most often this will be Nova IT.

We have appointed a Data Protection Officer (DPO) who is responsible for overseeing
guestions in relation to this privacy policy. If you have any questions about this privacy policy,
including any requests to exercise your legal rights, please contact the DPO use one of the
following email addresses: sam@ novaconsulting.co.nz or sam@novait.co.nz

This policy shall not apply to any information (such as invoices or receipts or other documents)
uploaded to the Nova IT platform by you, or on your behalf, or sent to us. You are the data
controller in respect of any personal data you (or someone on your behalf) upload onto our
platforms.

1. What data do we collect?
Personal data, or personal information, means any information about an individual from which
that person can be identified. It does not include data where the identity has been removed
(anonymous data).
We may collect, use, store and transfer different kinds of personal data about you which we
have grouped together as follows:
¢ |dentity Data includes: first name, last name, username or similar identifier, marital
status, title, date of birth and gender.
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* Contact Data includes: job description, billing address, email address and telephone
numbers.

* Transaction Data includes: details about payments, receipts or invoices, statements,
credit notes between you and third parties; details about payments to and from you
and us and other details of products and services you have purchased from us.
 Technical Data includes: internet protocol (IP) address, your login data, browser type
and version, time zone setting and location, browser plug-in types and versions,
operating system and platform, and other technology on the devices you use to access
our websites or our apps. We may receive Technical Data about you from analytics
providers (such as Google).

* Profile Data includes: your username and password, purchases or orders made by
you, your preferences, feedback and survey responses.

e Usage Data includes: information about how you use our websites, products and
services.

e Marketing and Communications Data includes: your preferences in receiving
marketing from us and third parties and your communication preferences.

We also collect, use and share Aggregated Data such as statistical or demographic data for any
purpose. Aggregated Data could be derived from your personal data but is not considered
personal data in law as this data will not directly or indirectly reveal your identity. For example,
we may aggregate your Usage Data to calculate the percentage of users accessing a specific
website feature. However, if we combine or connect Aggregated Data with your personal data
so that it can directly or indirectly identify you, we treat the combined data as personal data
which will be used in accordance with this privacy policy.

We do not collect any special categories of personal data about you (this includes details about
your race or ethnicity, religious or philosophical beliefs, sex life, sexual orientation, political
opinions, trade union membership, information about your health, and genetic and biometric
data). Nor do we collect any information about criminal convictions and offences.

If you fail to provide personal data, where we need to collect personal data by law, or under
the terms of a contract we have with you, and you fail to provide that data when requested,
we may not be able to perform the contract we have or are trying to enter into with you (for
example, to provide you with our services). In this case, we may have to cancel a service you
have with us but we will notify you if this is the case at the time.

2. How is your personal data collected?
We use different methods to collect data from and about you including through:

2.1 Direct interactions
You may give us your Identity, Contact and Transaction Data by filling in forms or by
corresponding with us by post, phone, email or otherwise. This includes, but is not
limited to, personal data you provide when you:

e subscribe to our products or services;

¢ apply for a demonstration of our products and services;

e create an account on our websites or apps;
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* request marketing to be sent to you;

 apply to attend or take part in a webinar, training session or event, whether
in person or online;

e enter a competition, promotion or survey; or

* give us feedback or contact us

2.2 Automated technologies or interactions

As you interact with our websites or apps, we will automatically collect Technical Data
about your equipment, browsing actions and patterns. We collect this data by using
cookies, server logs and other similar technologies. We may also receive Technical Data
about you if you visit other websites employing our cookies.

2.3 Third parties or publicly available sources
We will receive data about you from various third parties and public sources as set out
below:

Technical Data from the following parties:
 analytics providers such as Google based outside NZ
¢ advertising networks based inside or outside NZ
 search information providers based inside or outside NZ
¢ |dentity, Contact, Profile, Usage and Transaction Data from providers of
technical, payment and delivery services such as Stripe, Salesforce or Segment
based inside or outside NZ
¢ |dentity and Contact Data from data brokers or aggregators based inside or
outside NZ
¢ |dentity and Contact Data from publicly available sources such as the
Companies Office and the Electoral Roll based inside NZ

3. How do we use your personal data?
We will only use your personal data when the law allows us to. Most commonly, we will use
your personal data in the following circumstances:
* Where we need to perform the contract we are about to enter into or have entered
into with you;
e Where it is necessary for our legitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests; or
* Where we need to comply with a legal obligation

Generally, we do not rely on consent as a legal basis for processing your personal data although
we will get your consent before sending third party direct marketing communications to you
via email or text message. You have the right to withdraw consent to marketing at any time by
contacting us.

We have set out below a description of all the ways we plan to use your personal data, and
which of the legal bases we rely on to do so. We have also identified what our legitimate
interests are where appropriate.
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Note that we may process your personal data for more than one lawful ground depending on
the specific purpose for which we are using your data. Please contact us if you need details
about the specific legal ground we are relying on to process your personal data where more

than one ground has been set out in the table below.

What do we use your
information for?

What type of information do
we use?

What reason do we have to
use it?

To register you as a new
subscriber or to register you
for a free trial.

- ldentity
- Contact

Performance of a contract
with you.

To send you information
which you have asked us to
send to you.

All the personal information
we collect.

We use this information to
pursue our legitimate
interest to comply with your
request to contact you.

Billing:

- Tomanage
payments, fees and
charges

- Tocollect and
recover money owed
to us

- ldentity

- Contact

- Usage

- Transaction

- Marketing and
Communications

Performance of a contract
with you. Necessary for our
legitimate interests (to
recover debts due to us).

So that one of our experts
can contact you to discuss
our services.

- ldentity

- Contact

- Transaction
- Usage

- Profile

We use this information to
pursue our legitimate
interest to comply with your
request to contact you.

To manage our relationship
with you which will include:
- Account
management
services
- Notifying you about
changes to our
Terms and
Conditions or Privacy
Policy
- Asking you to review,
take a survey or take
partin atrial of a
new product or
service

All the personal information
we collect.

Performance of a contract
with you.

As necessary to comply with
a legal obligation.

As necessary for our
legitimate interests (to keep
our records updated and to
study how customers use
our products/services).

To send you other
information which we think
you might like such as

- ldentity

- Contact

- Technical
- Usage

As necessary for our
legitimate interests (to
develop our
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details about our services or
offers.

- Profile
- Marketing and
Communications

products/services and grow
our business).

To enter into and perform
contracts where we are
supplying services to you.

All the personal information
we collect.

We use this information for
the performance of our
contract with you.

marketing, customer
relationships and
experiences

To administer and protect - ldentity As necessary for our

our business, websites and - Contact legitimate interests (to study
apps (including - Technical how customers use our
troubleshooting, data products/services, to
analysis, testing, system develop them, to grow our
maintenance, support, business and to inform our
reporting and hosting of marketing strategy).

data).

To use data analytics to - Technical Necessary for our legitimate
improve our website, - Transaction interests (to define types of
products/services, - Usage customers for our products

and services, to keep our
website updated and
relevant, to develop our
business and to inform our
marketing strategy).

To comply with our legal
obligations.

All the personal information
we collect.

To comply with any legal
obligation or requirement.

If you have told us we can use your information in a certain way, you can tell us to stop using
it an any time (see Contact section below).

4. Marketing

We strive to provide you with choices regarding certain personal data uses, particularly around

marketing and advertising.

4.1 Promotional offers from us
We may use your Identity, Contact, Technical, Usage and Profile Data to form a view
on what we think you may want or need, or what may be of interest to you. This is how
we decide which products, services and offers may be relevant for you (we call this
marketing). You will receive marketing communications from us if you have requested
information from us or purchased services from us and you have not opted out of

receiving that marketing.

4.2 Third-party marketing
We will get your express opt-in consent before we share your personal data with any
third party for marketing purposes.
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4.3 Opting out

You can ask us or third parties to stop sending you marketing messages at any time by
following the opt-out links on any marketing message sent to you. Where you opt-out
of receiving these marketing messages, this will not apply to personal data provided to
us as a result of your subscription to our services and products.

5. Who else receives your personal data?

We may share your personal data with the parties set out below:
¢ Anyone you have said you are happy for us to send your details to;
¢ Organisations that provide services to us such as: marketing specialists,
communication companies (such as Spark to send SMS messages to you),
customer relationship management platforms (such as Atlassian), the people
that manage our website or support platform on our behalf, third party
payment providers (such as Stripe), computer services (like our cloud storage
services provider AWS and collaboration tools) and third-party mailing
providers (such as Mail Chimp);
e Organisations that we work with such as our business partners, which include
integrators;
e Internal third parties (our affiliated companies);
e Other third parties such as; third parties to whom we may choose to sell,
transfer or merge parts of our business or our assets. Alternatively, we may seek
to acquire other businesses or merge with them. If a change happens to our
business, then the new owners may use your personal data in the same way as
set out in this privacy notice;
e The Government: where the law tells us to do so or to help them with any
investigations; or
e Police, law enforcement and security services: to help them with any
investigation, prevention of crime or matter of national security

We require all third parties to respect the security of your personal data and to treat it in
accordance with the law. We do not allow our third-party service providers to use your
personal data for their own purposes and only permit them to process your personal data for
specified purposes and in accordance with our instructions.

6. International transfers
Most of our external third parties are based outside NZ so their processing of your personal
data will involve a transfer of data outside NZ.

Whenever we transfer your personal data out of NZ, we ensure a similar degree of protection
is afforded to it by ensuring that we will only transfer your personal data to countries that have
been deemed to provide an adequate level of protection for personal data by NZ.

7. How long will we keep your personal data for?

By law, we have to keep basic information about our customers (including Contact, Identity
and Transaction Data) for seven years after they cease being customers for tax purposes or
after we were last in contact with you.
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In some circumstances you can ask us to delete your data: see Your rights to your personal
data and complaints below for further information.

In some circumstances, we will anonymise your personal data (so that it can no longer be
associated with you) for research or statistical purposes, in which case we may use this
information indefinitely without further notice to you.

8. Your rights to your personal data and complaints
You're entitled to know what personal information we hold about you and how that
information is processed, which means you can ask us to do any of the following things:
* to provide access to your data;
e to rectify any mistakes relating to your data;
* to erase your data;
e to stop processing your data;
* to receive an electronic copy of your data;
* to object to our processing of your data;
* to object to any automated decision making that we may do using your personal data;
and
* to receive a notification of any breach of your personal data

Just let us know (see Contact section below) if you’d like to exercise any of your rights.

If you're unhappy with how any access request has been dealt with, you have the right to
complain to the NZ Privacy Commission at: www.privacy.org.nz

You will not have to pay a fee to access your personal data (or to exercise any of the other
rights). However, we may charge a reasonable fee (or refuse your request) if your request is
clearly unfounded, repetitive or excessive.

We may need to request specific information from you to help us confirm your identity and
ensure your right to access your personal data (or to exercise any of your other rights). This is
a security measure to ensure that personal data is not disclosed to any person who has no right
to receive it. We may also contact you to ask you for further information in relation to your
request to speed up our response.

We try to respond to all legitimate requests within one month. Occasionally it could take us
longer than a month if your request is particularly complex or you have made a number of
requests. In this case, we will notify you and keep you updated.

9. Changes to the privacy policy and your duty to inform us of changes
We keep our privacy policy under regular review.

It is important that the personal data we hold about you is accurate and current. Please keep
us informed if your personal data changes during your relationship with us.


http://www.privacy.org.nz/
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10. Third-party links

Our websites may include links to third-party websites, plug-ins and applications. Clicking on
those links or enabling those connections may allow third parties to collect or share data about
you. We do not control these third-party websites and are not responsible for their privacy
statements. When you leave one of our websites, we encourage you to read the privacy policy
of every website you visit.

11. Contact

We welcome any queries or enquiries or requests in respect of this policy, you can contact us
by sending us an email on: info@novaconsulting.co.nz or info@novait.co.nz and clearly stating
your query, enquiry or request.

Our company registration details are as follows:
NOVA CONSULTING LIMITED (7851956) (NZBN: 9429047826861)
Registered NZ Limited Company Address:

Nova Consulting
14 Wilson Street
Cambridge 3434
New Zealand
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